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Disclaimer

This document is not in any way, shape, form, or measure sponsored, endorsed, or

its content supported by VMware. While the succeeding pages may givest

impression that this paper was written in cooperation with VMware, this work is the

result of hours ofusing, OOUG6 O 2 A&l AAOT O irekmedafeA O ET O 6 - x A
I AT COACA j),qh , OOUBO 2A01 OOAARAO O FEECOOA 1C
icon stork), ProccessMon, FileMon, and RegMon to take a look at things happening

in real time, and finally the Microsoft structured query language (SQL) manager to

explore the new VI 3.5 database schema. In summary, although the knowledge from

these explorations resilted in an idea of the VI plugirarchitecture and working

plugin, do not considerit to be the final word on anything. We willsimply have to

wait for VMware to provide finality to this whole plugin hoopla

In short, all the information contained in this document may be entirely and
completely wrong. Read it at your own risk. If you find yourself stuck in an infinite
time loop once youfinish, remember two things: 1) ice sculptures impress the heck
out of theladies and 2) you are not god. You may lzegod, but notthe god. That
honor is left to Mr. Morgan Freeman.



Introduction

If you are reading this, then you have shown an interest in creating client plugins
and server extensions for VMware Infrastructure IVI3). VI3 is alreadya very
capable virtualization solution, andthe ability to extend VI3 beyond its original
intent is what makes the plugin architecture sgowerful. Fromincorporating
graphical storage VMotion (SVMotion) functionality in the clientd implementing
the first application-level high availability (HA) system, the VI3 plugin architecture
allows third -party developers to customize VI3 into exactly the virtualization
infrastructure that they need.

You may be wondering, if VMware had intendetbr developers to write plugins and
extensions for VI3, then why have they not releasfficial documentation for that
purpose? The answer is quite complicated, but the short version is that the plugin
architecture, in its current state, is not somethinghat VMware feels comfortable
sharing with the world. That is not to say that it is not a great architecturdn fact

the engineers at VMware should be commended creating a great set of brand new
application programming interfaces (APIs) for thirdparty VMware developers to

use. When VMware does make the plugin architecture publically available, there will
be a lot of happy people.

If VMware is not ready to release the architecture, then whyrite this document?
Well, the answer is simple really. The VI &.client is a powerful administration tool,
but it lacks functionality that takes advantage of some of the VirtualCenter 2.5 and
ESX 3.5 features. It would be painful to see external tools being created to leverage
this server functionality when the VI clent already offers such a wealth of common
APIls. So, while VMware created the plugin architecture to fill a need, this docunten
proposes to fill one as welk provide a useful resource for thirdparty developers

who wish to create VI3 client plugins and seer extensions.

Getting Started

This section details the software and knowledge that one must possess to begin
creating VI client plugins and server extensions.

Styles
The following styles areused inthis document.

Command Line Interface (CLI)

Code@mment
CodeSignature

FilePath



| Note

Key Concepts
The following is handy information to have:

VI client plugins must be developed with .NET 2.0 because they are loaded
into the same application domain as the VI client, and application domains
are restricted to a single .NET version.

VI server daemons can be written in whatever language yawish.

While it may be tempting to simply open your own port for a VI server
daemon, remember that the serveadministrator may not let
you.Additionally, the remoting protocol you use should be supported on any
OS. So stick with SOAP. HTTP is universal. Except wHerénotO

Software
This is a list of software that was found to be quite necessary when discovering how
to create plugins and extensions, and then doing so.

Microsoft Visual Studio 2008 z We are Linux and OS X geeks by natures,
but this hands-down the most superb, integrateddevelopment environment
(IDE) ever created.

O 2 AniElisAhA 10dl that makes reverseengineering IL a snap.

Qu

U

Or
O

. O00UB O 2 Aralis hazdifods out of compiled resources files like
TTAT Auéo AOOET AOOs

ProcessMonitor 7 Whooooo are you, who who, who who. We really want to
knowand nowwe dgOEAT EO O1T 0071 AAGO-T1T1 EOT 08
escape our watchful gaze!

FileMon z See what files are being accessed in order to figuoeit how what
files need to be opened, altered, and saved. Did that sound dirty to anyone
else?

RegMon z Just like FileMon, but for the Windows registry.

Terminology

So far this document has used terms likelient plugin and server extensionThese are
just two terms that this document uses whemeferring to VI plugin and extension
development.The following is a complete list:

Client Plugin z A client plugin is installed on computers running the VI 2.5
client. These plugns extend the functionality ofthe VI 2.5 client.These

PO


http://msdn.microsoft.com/vstudio/
http://www.aisto.com/roeder/dotnet/
http://www.aisto.com/roeder/dotnet/
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896642.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896652.aspx

plugins may come inthe form of an installer or simply a compressed
container, such as a zip file.

e Server Extension z A server extension is registered on the VC server using
the VI software development kit (SDK) methogdRegisterExtension.
Registering a server extension can jwide a local server for remote plugins
to contact (such as a state server). A server extension can also register a well
known client plugin link such that connecting VI clients will see that a new
Al EAT O Pi OCET EO AOAEI A hhvAthdbbpbrAiity O! OAET A A
to download it.

¢ Client-Only Server Extension z A server extension that exists for the sole
purpose of providing an easy way for users to download a VI client plugin.

e Extension key z This is the unique key that identifies an extensionWMware
has adopted the Java naming convention for uniqueness and thus the key
should resemblecom.lostcreations.svmotion .

Namespaces

Creating plugins and extensions requires knowing about more than just the SDK

assembly. Not every interface, class, method, property, or field will be mentioned,

AT A ET ZAAO POT AAAT U wwb T &£ OEAI x118680 j xA A
first revision of this document will hopefully include enough explaations of the

classes and ilkhat you need to know in order to, with confidence, build your own

client plugin and server extension.

Additionally, the best way to truly understand the following libraries is to use the

I AEAAO AOT xOAO ET 6EOOAI 300AEdefof O , OOUBGO 2 A~
yourselves. In this initial revision of the paper, we are just trying to pot you in the

right direction.

VMware.VIClient.Plugins

This is the assemblythat contains the interface a classust implement to be

considereda client pluginThe VI 2.5 dient uses reflection to peerinto assemblies

looking for classes that implement the/Mware.VIClients.Plugins.Plugimterface

(shame on you VMware for not following the standard .NET convention of prefixing

interfaces with thecapitall AOOAO O)d6q AT A 11T AA OEIT OA Al AOO,

e Default location : C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ Plugins \ Update Manager \ VIPIlugins.dll



Interfaces

Plugin
This is the interface that a class must implement to bdiscovered as a plugin and
loaded into the VI client.

Methods
e void Load(VIApp VIApp) Z This method is when the plugin is manually
I TAARA T O xEAT OEA 6) AIEAT O EO 1 AOT AEAAS
initialization should occur, such as creating context menu items, views, and
menu strip icons.

e void Unload() Z This method is invoked when the plugin is manually
unloaded or when the VI client is closed. Any resources that were opened by
the plugin, such as database omections, should be closed in this method.

VIApp

This class provides a means of retrieving a minimal amount of information about
the VI client. One of the more important rolesf this classis providing the means to
retrieve the currently logged in usersession of the VI client so that the plugin can
interact with the VC server or ESX server(s).

Properties
e string ServiceUrl Z This is the uniform resource locator (URL)
associated with the currently logged on session.

e System.Net.Cookie SessionCookie Z This is the authenticated cookie
of the current session.

e Menusz An array that returns referenced O1T OEA 6) Al EAT 080 1 AE
context menus and toolbardepending on which one of thelypeStringsd
enumerationsis used.

e Viewsz! T AOOAU OEAO OAOOOT O OAEAOAT AAO O O
the right-hand side of the client) depending on which one of th&ypeStringd
enumerations is used.

Menu
This interface implementsVMware.VIClient.Plugins.Extensiomnd is used to
represent a menu object.

Extension
This interface provides a very important property namedContext.



Properties
e Context z This property allows you to access a list of managed object
references that represent all of the items selected at the time the object was
activated. For exampleif you right-click on a VM while three others are
selected thenthe Context property will contain a list of four managed object
references.

Classes

TypeStrings
This class includes child classes that are effectively enumerations of type
System.String. These enumerations are used as tinelices for the following arrays:

¢ VMware.VIClient.Plugins.VIApp.Menus

¢ VMware.VIClient.Plugins.VIApp.Views

VIimApiI

This namespace should look familiar to all VI developers. The only difference is that

6- xAOAGO EI DI Al Al OA O Edifférenged Bor &anipld, Al AOO 1T Al A
VimService is now InternalVimService. That is the biggest change; otherwise you

will feel right at home.

e Default location : C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ 2.5\ VimSoapService.25.dll

e Default lo cation: C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ 2.5\ VimSoapService.25.XmlSerializers.dll

Vmomi

While it may be possible to build a client plugin entirely with VIPIugins.dll, one
would be remiss not to include a reference to Viuallnfrastructure.25.dll. This
assembly provides the important namespaces Vmomi and Vmomi.Support. Vmomi
either stands forVMware Object Management Interface VMware Managed Object
Managementinterface. Whatever it stands for, the Vmomi namespag@ovides a
strongly typed class for every ManagedObiject type. So instead of invoking the
RelocateVM method from the VimService class, the method is directly attached to a
VirtualMachine class. Nifty, huh?

e Default location : C:\ Program
Files \ VMware\ Infrastr  ucture \ Virtual Infrastructure
Client \ Plugins \ Update
Manager \ Virtuallnfrastructure.25.dll



Classes

ServicelnstanceContent
For VI SDKdevelopers the ServicelnstanceContent class is the Vmomi
representation of the VimApi.ServiceContent class.

VmomiSupport
This namespace contains support classes for the Vmomi classes. One class in
particular stands out.

e Default location : C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ Plugins \ Update
Manager \ Virtuallnfrastructure.25.dll

Classes

Service
For VI SDKdevelopers, the Service class is an odd combination of the
ServiceContent and VimService classes.

CAPICOM
I x xA3O0OA EEAEMIikebAEAE IXIEAATOAHETG 1A8EAT 80 OEOIT x
scissors, because all you hadwasrogk.! 0) #/ - EO 1T £ Ail OOOA - EAOIT O

object model (COM) library of cryptographic APIs, hence CAPICOM. Why must you

still use this library? We have not yet figured out a way to turn off SSL checking from

the VI SDK and although the Vmomi.Certificatelass has a property that tells it to

ignore SSL errors, we have not figured how to log onto VI with just the Vmomi

classes (if you know, please tell us!). Thus, we need CAPICOMramrammatically

AAA AT A OAI T OA AARAOOE £EA MGOAR GWOTGAR ®UGBAIIG @
acted out later on when discussing extension registration.

e Default location : C:\ Program Files \ Common Files \ Microsoft
Shared \ CAPICONM CapiCom.dll

For more information on CAPICOM please seeE A Oi O1 £06 O #!.Boy #/ - OA EA
AT AgAT PIT A T &£ ET x O OOA #1! 0) # [CreatiaAAOA OAA
Server Extension

VMware.CustomControls
This namespace contains many custom user interface elements used by the&\al
client. One such class giewEx

e Default location : C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ Plugins \ Update
Manager \ VMware.CustomControls  .25.dll


http://msdn2.microsoft.com/en-us/library/aa375732(VS.85).aspx

VpxdientCommon
This namespace also contains many VMware user interface classes. This is where
you will find PropViewBase

e Default location : C:\ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure
Client \ Plugins \ Update Manager \ vpxClientCommon.25.dll

VI35 SDK2.5 Exension Management

The VI SDK2.5 includes new functionality that enables the enumeration, addition,
and deletion of server extensionsExamples of these methods can be found in this
AT AOIT AT O gomeaiiy/a Sédver Ektension For more information on VI3.5 SDK
2.5 extension management, please see the onliné3.5 SDK 2.5 reference

Client PlugirArchitecture

Although it may not appear so by the sheer number of individual parts that make up

both, the client pluginarchitecture is actually far more complex than the server

extension architecture. This is becaus& OAOOA O A@OAT OET A60 AAAIT T

process entirely independent of VC whreas a client plugin idoaded into the same

application domain as the VI client itself. This of course also means that if your client

plugin throws a fatal exception, without proper error handling your plugin could

OAOU xAll AOET ¢ OEA AT OEOA 6) AIEAT O OI A *A
File System Layout

#1 EAT O Pl OCET O AOA ET OOAI 1 AA ET OEA 6) Al EAI
C:\ Program Files \ VMware\ Infrastructure \ Virtual

Infrastructure Client \ Plugins

Discovery Procss

How does the VI client discover what plugins are availablePhe discovery process

searches both the VC server and the local computer for available plugifise VI

Al EAT 060 DI OCET 1 AT AcCAO ET OT EAG A 1 AGET A AO
VpxClient.PluginManager.PluginManagerimpl. Disc overClientPlu

gins () .This method enumeratestheconte OO0 T £ OEA bi OCET 086 A1 AA
assemblies that implement thevMware.VIClient.Plugins.Pluginnterface.

The VpxClient  namespace mentioned above belongs to the assemiIClient.dll

that has a default location ofC: \ Program
Files \ VMware\ Infrastructure \ Virtual Infrastructure

Client \ 2.5 \ VIClient.dll

This is why it is possible to simply take a compiled .NET class library assembly, stick
it in a folder, and place it in theplugins directory. The VI clientwill find it. Simplicity
at its finest. No special registration necessary. In fact, when you download an


http://www.vmware.com/support/developer/vc-sdk/visdk25pubs/ReferenceGuide/index.html

available plugin from the VI client plugin manager the installer simply places the
folder the new plugin was extracted to into the VI plugin directory, andhe VI client
xEll OAAT Cl EUA OEA TAx DI OCET OEA 1TA@0O
is invoked.

Tomcat Architecture

Before we can discuss the server extension architecture it would behoove us to first
review how Tomcatis configured on the VC 2.5 serveWhile it may seem as if the
SDK and various plugin daemons are all being served through a single pair of ports
(80-HTTP and 443HTTPS), the fact of the matter is that those two ports are simply
dumb proxies. The real severs are running on internal ports, receiving proxied
communication from the front-end instance of Tomcat.

The main Tomcat configuration file can be found at (default locatior(}: \ Program
Files \ VMware\ Infrastructure \ VirtualCenter

Server \ tomcat \ conf \ server .xml .

Check out the file (default location)C:\ Documents and Settings \ All

Users \ Application Data \ VMware\ VMware

VirtualCenter \ proxy.xml . A quick look inside the file reveals that this is the
configuration file that the primary Tomcat instance uses in ordeto configure its
proxies. For example, the following node configures the SDK proxy:

| <e id="3"> 1
' <_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8085</port>
: <serverNamespace>/sdk</serverNamespace>
L </e>

It is evident from the extensible markup language (XML) above that a proxy
connection is being configured from port 443 (HTTPS) to a local daemon listening
on port 8085.

Why does any of this matter? Well, because it is the responsibility of your server
extension to provide a daemon that will receive incoming communication from the
client z if such a thingis appropriate. Asmentioned, there are someserver
extensions that serve only to exist as a mechanism by whish administrators can
download a client plugin directly from their VI clientsFor these types of server
extensions it does not make sense to provide their own baaknd proxy. These
server extensions simply need a place to put their client setup files. Ftinis purpose
we recommend creating a directory calleglugins  under C:\ Documents and
Settings \ All Users \ Application Data \ VMware\ VMware

VirtualCenter \ docRoot \ . This directory is the document root for the primary

OEIi A
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Tomcat server, that is to say that when a &s$ visits
http://YOUR_VC_SERVER/file.fqdile.foo is being served from this directory (for
the purposes of this explanation we will not get into file generation techniques).

Additionally, there is nothingto say tha you must use the Tomcat proxy. A remoting
technologysuch as .NET Remoting is perfectly acceptable, but remember that
whatever means of communication is chosen, it should support the widest range of
clients as possible.

Database Schema
The VC2.5 installation adds some new tablgs to the VC database.

e VPX_EXTz This table holds basic information aboutan extension, including
its unique key (unique by Java naming conventions, e.g.
com.lostcreations.svmotior).

e VPX_EXTCLIENTZ This table holds information about possible clients
associated witha server extension.

e VPX _EXT_PRIV@This table holds custom privileges associated with
server extension.

e VPX_EXT_SERVERThis table holds information aboutaserver extensi 1 8 O
daemon endpoint and protocol information.

e VPX _EXT_SERVER_EMAThis table holds administrative email
addresses associated witla server extension.

o VPX _EXT_TYPE_IQT his table holds custom type identifiers associated
with a server extension.

To find out more about these database tables please use the Microsoft SQL manager
to login to your SQL server and browse around. Alternatively you can also read
about the ExtensionManager This document includes an example of registering a
server extension later on that will help clear up any confusion that may have been
born of this section.

Server Extension Architecture

The server extension architecture is largely defined a®ur items: database
information , resourcefiles for the server extensiona possible client binary available
for download, and an endpoint on the VC server for said client to communicate
with.


http://your_vc_server/file.foo
http://www.vmware.com/support/developer/vc-sdk/visdk25pubs/ReferenceGuide/vim.ExtensionManager.html

11

File System Layout
A server extension exists on the file system in a few places.

Resourcd-iles

A server extensior® resource files are by default located &:\ Program

Files \ VMware\ Infrastructure \ VirtualCenter

Server \ extensions \ KEYwhere KEYmay equal somethirg like
com.lostcreations.svmotion . The actual resource files exist two levels down in
locales \ LOCALEwhere LOCALEequals something likeen. The root directory is
actually a really great place to store any additional utilities that the server extension
may need later on.

Client Setup File

The client setup file that is associated with this server extensionf(there is one)

should be placeddT | AxEAOA ET OEA DPAOE 1 &£ OEA 6# OAO0O.
client setup files inthe sub-folder called plugins in the document root path of the

primary Tomcat server:C:\ Documents and Settings \ All

Users \ Application Data \ VMware\ VMware VirtualCenter \ docRoot \.

7R OOAA -EAOI O #60 6EOOAI 300AElI c¢mnydod 3A00E
MSI installers for both our SVMuon client and server extension. The problem is
that the Tomcat server that ships with VC does not support the MSI MIME type. W«
tried adding the MSI MIME type as an octet/streanjust as the EXE MIME type is) ta
OEA 471 AAO OAOOA 06 Gitervdstartng Tomcatdie wdbrsenRrO® A OAT
refused to serve the MSI file. In the end we chose to register our server extension
with it telling VI clients to go to our own server lostcreations.com to retrieve the
client setup file.If anyone figures out how toget Tomcat to server MSI files we
greatly appreciate you letting us know.

117

Discovery Process

The VI client searches for server extensions by invoking the methadrayList()
VpxClient.PluginManager.PluginManagerimpl. DiscoveServerPlug

ins () . This method uses the VimApi ExtensionManager to get a list of the available
server extensions. If the server extension references a client plugin that does not
exist in the client plugin directory then it will prompt the user to download the

plugin.

Creating a Client Plugin

Creating a client pluginis aprocesswith six distinct steps.

1. Define assembly properties.

2. Create a class that implement¥Mware.VIClient.Plugins.Plugin.

3. 7OEOA AT AA OF OAOOBAOA OEA 6) Al

4. # OAAOA OEA DI OCEI 60 i AT O EOAI Oh
interact with into the VI client.
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5. Install the plugin.
6. Activate the plugin.

All the below code examples are from the SVMotion client plugin. If you are having
trouble reading the following code, please visit th&sVMotion websiteto see the code
presented in wide-screen format.Because of thavidth restrictions of a portable
document format (PDF) filethe code comments have been remoweor reducedfor
the below examples and not all fields angroperties are present either. Again,
pleasevisit the SVMotion website to see an ufpo-date and fully commented version
of the source code for examples.

Additionally, the code seen here is a member of a Microsoft Visual Studio 2008 .NET
2.0 Windows Clasd.ibrary project with references to the usual system assemblies as
well as VIPlugins.dll, Virtuallinfrastructure.25.dll, and VimSoapServices.25.ddnd

all the deperdencies that these three assemblies require.

Define assembly properties
You need to define some assembly properties on your assembly.

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

. usingSystem.Reflection;
i usingSystem.Runtime.InteropServices;
. usingSystem.Runtime.CompilerServices;

. [assembly:  AssemblyTitle( "SVMotion" )]

i [assembly: AssemblyDescription( "Adds a graphical SVMotion

option to the VI 2.5 client." )]

' [assembly: AssemblyCompany("lostcreations")]

. [assembly: AssemblyProduct( "SVMotion" )]

. [assembly: AssemblyVersion( "0.0 .3.0")]

. [assembly: AssemblyFileVersion( "0.0.3.0")] .

Full Source Code Link AssemblyInfo.cs

Implementing theVMware.VIClient.Plugins.Plugin

The first step to creating a client plugin isreating a new class file (we will be using
C#). Create the class file and themplement the VMware.VIClient.Plugins.Plugin
interface. An example is seen below:

--------------------------------------------------------------------------------------------------------------------

1 using System;
. usi ngSystem.Text,
i usingSystem.Collections.Generic;

namespace SVMotion

public class SVMotionPlugin
‘VMware.VIClient.Plugins.Plugin

public void Load(


http://www.lostcreations.com/code/wiki/vmware/viplugins/svmotion
http://www.lostcreations.com/svn/code/trunk/vmware/viplugins/SVMotion/SVMotion/Properties/AssemblyInfo.cs

VMware.VIClient.Plugins.VIAppviApp )

/I Do nothing

}
public void Unload()
{

/[ Do nothing
}

3

Full Source Code Link SVMotionPlugin.cs

The above class wilsuccessfullycompile (given the rightassemblyreferences) and
be recognized as a valid VI client plugin. However, as you may have noticed, not
much will actually happen beyond a plugin showing up in the list of installed
plugins. We need to adéome functionality to the class.

Retrieving the Currenession

It is the first task of the Login method to retrieve the currently logged on session in

use by the VI clientRetrieving the currently logged in session results in obtaining a
OAEAOAT AA OI OEA OAOOEI 180 3AO0OOEAA)T OOAT AA#I

. public void Lo ad( VMware.VIClient.Plugins.VIAppViApp )
 {
i /I Get a SOAP service end point for the VimService
/I class.
Virtuallnfrastructure.Soap.SoapServicelnfossi = new
Virtuallnfrastructure.Soap.SoapServicelnfo( typeof(
VimApi.InternalVimService ), null );

/'l Get a coppy of the currently |l ogged in
/I session by passing the URL of the currently logged !
/l in session and the cookie with authenticated
/I credentials.
Service = VmomiSupport.ServiceManager.GetService( ssi,
new Uri(  m_viapp.ServiceUrl.Trim() ),
VIApplication.SessionCookie );

I/l Get the server /session  unique ID (the suid) of this ;
/'l sessiondsServicelnstance managed; obj ect
stringsuid = Virtuallnfrastructure.ManagedObject. ToSuid( l
VIApplication.Servicelnstan ce.WsdITypeName,
VIApplication.Servicelnstance.ld );

/'l Get a reference to this sessi on()és
/I ServicelnstanceContent object by using the '


http://www.lostcreations.com/code/browser/trunk/vmware/viplugins/SVMotion/SVMotion/SVMotionPlugin.cs




